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Colaberstion Workspaces

Citadon Collaboration Workspaces

Citadon CW brings project teams
together in a central, scalable and
efficient web based environment to
improve team productivity, increase
accountability, save money and
shorten time-to-results

Citadon Collaboration Workspaces (CW)
that provide a secure online environment in
which project team members from multiple
organizations can share and collaborate on
documents and participate in business
processes, regardless of location or time
zone.

The Citadon CW system has been
designed to be highly flexible, allowing
customers to define how they want to
organize information, manage access
permissions, and facilitate online business
processes.

The Citadon Difference
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Citadon excels where

information was available on an
additional hard drive.

Security - Citadon realizes that security is

a concern of utmost importance to our

clients and has addressed this in three

areas:

e Physical Security — Citadon CW
employs state of the art security controls,
which are described in more detail in the
Citadon Hosting Services document.

o Application Security — All login
procedures are transmitted through 128
bit encryption. In addition users have the
ability to select 128-bit encryption for the
entire session.

o Functional Security —Security
permissions are managed primarily
through group administration. Individuals
are granted access to documents,
processes, or features based on their
association to a group.
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collaboration needs include the ==

following:

Where Low Total Cost of
Ownership is important

Where organizing and tracking
communication is important
Where ease of use is important
Where managing data and
content together is important
Where team members belong
to multiple organizations or are
not part of the same network a
infrastructure

Where both ad hoc and structured
communication is required to effectively
resolve project issues
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Easy to Use - Citadon CW offers users a
choice of comfortable and familiar
interfaces:

Web Access — a browser based interface
for easy access with no software
installation

Windows based client — a rich client
delivering faster performance and
superior ease of use than browser based
interfaces

An optional extension to Windows File
Explorer — extends content collaboration
to the desktop by allowing users to
share, review, and collaborate with other
team members possible directly through
Windows File Explorer as if the
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Mission Critical Reliability, Scalability
and Performance - Citadon CW is based
on a modular system architecture that
provides mission-critical reliability,
performance and scalability. This
architecture allows the system to scale
both in terms of users and file storage.
Additional end user performance is
achieved through the Windows-based
interface, which makes use of the user’s
computer processor and memory for
rendering the interface.

Citadon CW delivers scalability,

performance and reliability through:

e Redundant web, application and
database servers

e Load balancing hardware and software

o Enterprise-class UNIX servers

¢ Redundant connections to the Internet
via multiple service providers

¢ Daily backups and disaster recovery
procedures ensure continuous
availability. Citadon also offers disaster
recovery protection through global
database replication.

Customer Benefits

e Share documents instantly, anytime
and anywhere

¢ Reduce paperwork, postage, travel
and mailing costs

e Keep information secure across the
board

e Reduce delays and improve
productivity by automating business
processes

e Maintain a reliable audit trail for every
communication and transaction

e Easily import and export data to and
from your existing enterprise systems
Eliminate double or triple data entry

e  Get users up and running with minimal
training

Capabilities

Simple, Secure Document Collaboration
- Any kind of document or digital file can be
uploaded to a workspace. Since Citadon
CW incorporates a built-in viewer,
documents can be uploaded in their native
format without converting them to PDF or
HTML for online viewing. Viewing is
supported for over 250 file types, including
CAD formats such as AutoCAD and
Microstation.

The viewing technology allows users to
add redline comments without modifying
the original content. Users can create,
delete, save, modify and merge markups,
comments and annotations, and the
system keeps a complete history of who
made the annotations and when.

Advanced Document Management -
Other document management capabilities
including version and revision
management, Lock/Unlock and Check
In/Check Out functions are also available.
The ability to create empty documents as
placeholders for future content and the
ability to organize collections of information
through binders extend your collaborative
potential.


http://www.citadon.com/downloads/Citadon_Hosting_Services.pdf

Flexible Security Structure - Workspace
administrators define the security settings
in a workspace. Users who have not been
given at least view access to a folder or
document will not see the folder or
document when they access the
workspace. Security can be set for the
entire workspace team or differentiated
based on users and groups. Security
settings can be cascaded through the
workspace hierarchy.

Portfolio Administration — Flexible
administration capabilities allow you to
centrally manage all project workspaces or
delegate administration to selected project
teams; Standardize processes across
workspaces; Replace users globally when
personnel changes are required;
and create new projects by
cloning standard permissions and
setups.

Custom Attribute Framework -
Customize extended attributes
and form fields for richer
searching and reporting;
Standardize common attributes
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as dragging and dropping workflow
elements and form fields within a graphical
designer interface.

Collaboration Zones - Allow private,
public, or discussion style collaboration
zones through selected stages of a
workflow.

Data Export and Reporting — In addition
to several standard formatted reports,
virtually all information around business
processes or documents can be exported
to an Excel format allowing customers to
develop custom reports using any reporting
or business analysis environment that
supports Excel or CSV formatted data
sources.
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across workspaces and manage
exceptions at the workspace
level.

Simple and Advanced
Searching options — Search
within or across workspaces with
powerful content based searching
or construct complex filtering criteria based
on custom attributes and form fields.

Customizable Business Processes —
Design and distribute custom business
processes using Citadon’s companion
Business Process Designer tool (Citadon
BPD™). With Citadon BPD™ creating and
modifying business processes is as easy

System Requirements

Citadon CW browser client

Pentium or compatible processor, 233 MHz or higher

Microsoft® Windows 98, 98SE, NT, 2000, XP
128 Megabytes of RAM
20 Megabytes of available hard disk space’

Microsoft® Internet Explorer3 5.5 (Service Pack 2 or higher), 6.0

1024x768 display resolution

56 kbps connection speed or higher recommended
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Real Time Analytical Portals - The My
Citadon Portal is designed to provide
insight into workspace activity and personal
responsibilities by consolidating relevant
information in a single graphical view.
Standard portal frames summarize action
items across workspaces, display graphical
summaries for business processes, and
extract and display information from Excel,

Microsoft Project, and other scheduling
applications that can save to the MPX file
format.

Audit Trail — Audit trail information is
automatically captured for all primary
actions. An audit history view is available
for all information in a workspace listing the
action performed, when it occurred, and by
whom.

Notification — Notifications are copied to a
user’s external email by default, however,
users have the option to summarize
specific types of notification for delivery
every 24 hours and allow others to be sent
instantly.

Integration — Citadon provides several
alternatives for integrating with other
systems:

e Front end — Import and export data
transfer is available through several
areas of the application such as
importing a complete directory structure,
importing values to populate custom
value lists; and exporting document and
business process information into Excel
format.

e On demand data exchange through APIs
— Citadon’s service oriented architecture
exposes all functionality through
application programming interfaces
(APIs). API integration allows for system
to system level synchronization of
dynamic data.

e Data exchange through automated
agents — With Citadon’s agent
technology and event manager layer,
business processes can be defined
which send or receive data in the context
of a workflow allowing business
processes to span across systems.

Citadon CW installed client

Pentium or compatible processor, 233 MHz or greater

Microsoft® Windows 2000',% (SP 2 or higher), Windows XP' SP1, SP2
128 Megabytes of RAM

Up to 350 Megabytes of available hard disk space®

Microsoft® Internet Explorer® 5.5 (Service Pack 2 or higher), 6.0
1024x768 display resolution

56 kbps connection speed or higher recommended

. With Citadon CW, global team collaboration becomes as easy as meeting in the conference room down the hall.
By streamlining your business processes and giving all team members instant access to crucial information, you’ll
enjoy increased efficiency, reduced risk and faster project completion, all of which improve your bottom line.
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Overview

By having Citadon host the application, the customer not only benefits from the cost savings
associated with sharing of the infrastructure across multiple customers, but they also receive
mission-critical reliability, security and performance through highly secure facilities, redundant, high-
performance hardware and software, and a dedicated system management team whose sole
responsibility is to ensure the system is secure and available. Citadon offers a fully out-sourced
solution in which no involvement from the customer’s IT organization is required. Service Level
Agreements are available, starting at 99.2% uptime.

Benefits of Hosting by Citadon

Cost Predictability

Customers need only budget for the regular, fixed monthly hosting fee. Periodic and variable costs,
such as hardware and third party software upgrades, hardware and software maintenance, network
usage fees, file storage fees, etc. are all covered by Citadon.

Special Expertise

Nobody knows the Citadon applications better than Citadon, so customers benefit from a level of
service that cannot be matched by internal IT organizations that must spread their attention across a
variety of applications.

Quicker to Implement

Because the complete infrastructure needed to support the applications is already in place,
customers can begin using the system immediately. There’s no hardware to purchase and install, no
3" party software to purchase, install and configure, no network connectivity to setup and configure
and no need to train IT staff to implement and manage the system.

Guaranteed Performance Levels

A base Service Level Agreement guaranteeing 99.2% uptime is included, and higher service levels
are available for an additional fee. The Citadon hosting infrastructure is designed to deliver peak
performance regardless of time and usage.

Scalability

Citadon hosting infrastructure is designed to scale seamlessly to meet evolving customer needs. We
continuously monitor performance, availability and usage levels, and upgrade capacity to help stay
ahead of usage requirements.

Automatic Software Upgrades
Citadon installs software upgrades immediately when they become available, so users always have
access to the latest version of the software.

Multiple Network Service Providers
Because Citadon contracts with multiple network service providers, hosted customers benefit from
the redundancy should one service provider’s network fail.

Disaster Recovery Included

Citadon has developed its own unique disaster recovery practice, to provide an additional level of
protection in the event of a catastrophic hardware failure, natural disaster or any other event that
renders the primary hosting facility inoperable. Within 48 hours or less of a catastrophe, the system
will be brought back online at an alternate location with minimal data loss.
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Lower Total Cost of Ownership

Because costs are spread across multiple customers, Citadon is able to deliver application hosting
and management for an all-inclusive monthly fee that is less than one-tenth the cost of implementing
and managing an equivalent system at a third-party data center.

Citadon Data Centers

Citadon hosts the Citadon applications at two data centers, one in Santa Clara, California, and
another in London, UK, both located within Internet Data Centers (IDCs) owned and managed by
Sawvis. Citadon has contracted with Savvis to provide highly secure, environmentally controlled and
earthquake resistant facilities in which the data centers are located. Savvis also provides redundant,
high bandwidth connections to the Internet as well as monitoring and security auditing services.

The Savvis IDCs are custom-designed with raised floors, HVAC temperature control systems with
separate cooling zones, and seismically braced racks. Savvis IDCs are further supported by some of
the most powerful physical security in the business, from advanced smoke detection and fire
suppression systems to 24/7 secured access with motion sensors, video camera surveillance, and
security breach alarms. Within the IDC, the Citadon equipment is installed in a vault, which is a
private, secure server hosting environment featuring high-impact-resistant walls and windows to
offer enhanced physical protection. In addition, the vault is furnished with dedicated climate control
devices to ensure the temperature regulation of the equipment. Access into the vault is controlled
through leading-edge security technology, such as biometric scanners. Electronic audit logs are also
kept, recording the identity of each person who enters and exits the vault facility. The vault also has
motion and heat detectors to report break-in attempts, plus surveillance cameras to provide
continuous monitoring. For extra security, router wires are wrapped in conduit — secure, flexible
tubing — that protects the network connectivity and confidential online information from unwanted
disruption or damage.

To deliver the highest possible levels of reliability and performance, Savvis IDCs feature a redundant
network of multiple fiber trunks from multiple sources, redundant power on the premises, and
multiple backup generators. By concentrating resources on private connections with major ISPs and
Tier-1 providers, Savvis delivers superior speed and dependability unavailable to companies that
rely on public connections. Featuring a dedicated, redundant backbone network that connects each
Internet Data Center (IDC) using multiple high-speed OC-3, OC-12, and OC-48 lines, the Sawvis
Network virtually eliminates the risk of a single point of failure. Within each IDC, Savvis has
implemented a LAN architecture that scales to meet demanding bandwidth requirements by
employing powerful routers running at gigabit speeds.

All hardware and software within the Citadon data centers are owned and managed by Citadon. A
dedicated group within Citadon, called Citadon Network Operations, manages the data centers,
including the installation and maintenance of all hardware and software as well as ongoing
monitoring of the system for performance, availability and security.

Security

Citadon recognizes that having a security policy, in itself, by no means implies a security guarantee.
In reality, security is measured by the preparation, implementation, and effort put forth prior to any
attack or incident and the ability to quickly respond with an appropriate course of action. As new
threats, technologies, and best practices evolve, Citadon’s security policy and practices will also
evolve to reflect such changes.

Protection is provided through a combination of physical security at the data centers, network
security via firewalls, and security measures within the applications themselves. Savvis provides
world-class security against unauthorized entry to the data center, as well as state of the art firewalls
and ongoing security audits.
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Access to customer data is governed by the applications themselves. Workspace owners and
administrators manage all user accounts and determine which users are to be given access to which
data. Further, users are limited to only those workspaces which they have permission to access.
Users are required to enter a unique ID and password in order to access the application and users
are required to update their passwords on a periodic basis. Users are also automatically logged out
of the applications after a period of inactivity. User IDs and passwords are always encrypted when
sent over the Internet, and users have the option to use 128-bit encryption for the entire session.
SSL certificates are issued by Versign, Inc.

Backend access, to either the database or the file system, is only available to authorized Citadon
employees. Minimizing data manipulation to these devices reduces the likelihood of corruption,
damage, or any other inconsistencies.

Citadon utilizes managed firewall services provided by Savvis, which include redundant firewall
software and hardware, ongoing security reviews of the network configuration and firewall ruleset,
and recommendations for security improvements. Citadon also employs a managed intrusion
detection service through Savvis that monitors network traffic in search of anomalies or signatures
characteristic of unauthorized activity. Upon encountering a qualified event, the intrusion detection
service issues an alert or alarm to the Sawvis Incident Response team who determines if there has
been a security breach, assuring quick response and escalation of any suspicious activity.

System Availability

As the provider of an online application that must be available at any time of day from anywhere in
the world, Citadon strives to ensure the system is continuously available. Through over five years of
managing online web-based applications, Citadon has developed the experience necessary to
achieve a high level of system availability through a combination of application design, application
management, and hardware redundancy. Historically Citadon has consistently achieved system
availability over 99.995% - that’s less than 30 minutes of unscheduled downtime over the period of a
full year.

Detailed availability charts for all the products and data centers are available upon request.

Data Management

Citadon utilizes a system architecture that provides several layers of data redundancy to minimize
the impact of unforeseen events. Both the database and file system data are protected by software
and hardware solutions. At the physical layer, two Network Appliance Filer devices provide the
primary storage facility for all our file system data, with enhanced performance and fault tolerance
achieved by NetApp’'s RAID implementation. For Database storage, further redundancy is provided
by a RAID 5+1 configuration which is implemented through high performance locally attached
hardware RAID based DASDs, which are mirrored for additional redundancy.

Incremental backups are performed on a daily basis, and the backup tapes are stored at the secure
hosting facility. Apart from that there are weekly differential backups and monthly full backups.
These data backups are further complemented by automatic synchronizing of all the data, every
hour, onto our Disaster Recovery data centers across the globe.

Application Management

Citadon Network Operations is a dedicated group within Citadon whose sole function is to manage
and monitor the Citadon applications. Services provided by Citadon Network Operations include

hardware and software configuration, installation of software upgrades and patches, fine tuning of
system to achieve maximum performance, monitoring system logs and security alerts and all other
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services necessary to ensure the Citadon applications are operating at peak performance, reliability
and security.

The Citadon Network Operations team includes experts in database administration and system
administration for both Unix and Windows platforms. The team includes senior-level Oracle DBAs,
Sun certified Unix administrators, Compaq Certified Accredited System Engineers, Microsoft
Certified System Engineers and Cisco Certified Network Administrators. Citadon’s Security officer is
also a member of Network Operations Team.







